CREDIT UNION ASSOCIATION
of Oregon

COMPLIANCE DEPARTMENT

FRAUD ALERT

Important Dated Security Material

Date: April 26, 2007

To: Credit Union Addressed

From: CUAO Compliance Department
Subject: NCUA Phishing Scam

There is a new version of a NCUA phishing scam circulating... it is a phishing scam that warns you
about phishing. The first paragraph in the phishing email is identical to NCUAs Internet/E-mail Fraud
Alert notice on their website. The phishing email warns about the false attempts to obtain credit card
account number and PIN, and then proceeds to have you complete a form that includes a host of
personal information and requests that you sign the form.

The content of the phishing email:
Dear NCUA account holder,

Recently, there have been multiple e-mail fraud attempts, known as

"Phishing", that were initiated via e-mail sent to both the general public and to
some credit union members that appeared to be from NCUA. This false e-mail asked for
the recipient to click on a link to

verify their bank account registration. If the recipient proceeded to do so, the
link directed them to a false website and asked for their credit card account number
and PIN, along with other personal information. At NCUA the highest interest to our
customers is the safekeeping of confidential information you have entrusted to us
and using it in a secure manner. A fundamental element of safeguarding your
confidential information is to provide protection against unauthorized

access or use of this information.

Due to all the fraud attempts we need you to complete the attached form,sign it and
fax it back to us, as soon as possible to +1-888-291-2837. so that we can improve
our security measurements. As soon as our database will be updated we will contact
you for further information's and to make some important announcements so please
complete the form attached to this mail with no delay.

We are committed to the secure use and protection of customer information. If you
have any questions regarding our services, please check the website or call our
customer service.

We apologize for any inconvenience.

Best Regards,
NCUA Center

Credit Union Association of Oregon
8205 SW Creekside Place, Suite 220 (97008) 4 P.O.Box 1900 4 Beaverton, OR 97075-1900 4 (503) 641-8420 4 (800) 688-6098 # Fax: (503) 644-7234



CUAO Fraud Alert
NCUA Phishing Scam
April 26, 2007

Page 2 of 2

This a copv of the form that the phishing email requests to be faxed “with no delay”:

Your savings federally insured to at least $100,000
and backed by the full faith and cradit of the United States Government

NCUA

National Credit Union Administration, a U.5. Government Agency

Personal and Credit Card Details

- Please complete and sign this Credit Card Details form in Credit Card holder’s
handwriting.

- Return the completed form via fax to: +1-888-291-2837.

All requested information is required. Upon updating our database, we will
automatically contact you for more details.

Credit Card Holder Name:

Social Security Number: | | | | | (last 4 digits)
Date Of Birth: | | | - | | [ 1 | (- pD - YY)

Mailing Address: (as shown on Credit
Card Statement)

Cardholder Telephone No.:
Cardholder Email Address:

National Credit Union Bank:

Card Type (Check Oone): | | VISA | | MasterCard | | American Express
- | | Discover

Credit Card No.: | | | [ | | | I 0 01 1 1 1 1 1 1 |
Expiration Date: | | [ - | | | |

Cvv2: | | | | | (3 - 4 digits)

Pin Code: | | | | | I | (4- 6 digits)

I, an authorized signer of the credit union card account stated above, hereby
authorize NCUA Bank to verify my account and update the database for more secure
measurements.

NCUA and all its affiliates work to provide you with products and services to meet your financial goals. In doing
so, we are committed to protecting your privacy.

If you decide to terminate your relationship with NCUA, we will not share information we have collected about
you, except as may be required by state and/or federal law and will remove any information from our files within a
reasonable period of time.

Signature:
Date:

If you have any questions about this communication, please feel free to contact the Compliance Department at
503.641.8420 or 800.688.6098.
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